Lab #1: Create Azure Account and Lab Environment

Purpose:
e We’'ll set up a Microsoft Azure account/tenant subscription, which will be utilized frequently in the
subsequent cybersecurity labs. We'll also configure the two “tester” VMs (Windows and Linux).
e A backup “Break-Glass” Global Admin account will be created. If we get locked out of our admin
account, we can utilize our break-glass account to access our Azure portal.

Tasks:
1. Create Azure Environment and Virtual Machines (VMs)
o Create Azure account (tenant) and subscription
o Create “Tester” VMs (Windows 10 Pro, Linux Ubuntu)
o Configure the Network Security Groups (NSG) for “Tester” VMs
2. Set up Microsoft Remote Desktop on local PC
3. Create a backup “Break-Glass” Global Admin account in Entra ID
o Create the new admin user account
o Log into it once and update the password

Create Azure Environment and Virtual Machines (VMs)

Create Azure account (tenant) and subscription:

Note: You can make a free account, but it's recommended that you choose a “pay as you go”
subscription as it provides more features and resources (may be required for the subsequent labs).

1. Go to https://azure.microsoft.com/en-us/free/ to create an Azure account.
a. Setup MFA.

2. Afterward, create the Azure subscription.

Create‘“Tester” VMs (Windows 10 Pro, Linux Ubuntu):
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1. Steps for creating the Windows “Tester” VM:
a. Azure account > +Create a resource > Virtual Machines > Create.
b. Assign the subscription, resource group, VM name (“windows-vm”), region, image (Windows 10
Pro), admin credentials, and CPU usage.
c. Create a new Virtual Network.
2. Steps for creating the Linux “Tester” VM:
a. Azure account > +Create a resource > Virtual Machines > Create.
b. Assign the subscription, resource group, VM name (“linux-vm”), region, image (Ubuntu Server),
admin credentials, CPU usage.


https://azure.microsoft.com/en-us/free/

c. Select the same Virtual Network as the Windows “Tester” VM.

Note: The screenshot below displays the 2 lab VMs we created, as
well as a third “Attacker” VM that we’ll create soon in another lab.
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Configure the Network Security Groups (NSG) for “Tester” VMs:

1. Azure portal > Network Security Groups (NSG) > there should be 2 options (Windows, Linux).
2. Select the Windows NSG:

Note: We see both inbound and outbound security rules

a. Delete the top-most inbound security rule (RDP).
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b. Create a new inbound security rule: Settings > Inbound Security Rules.
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3. Now, select the Linux NSG:

a. (perform the same steps as the Windows NSG)

Note: This is bad practice (it allows all inbound traffic!). We’re only performing this for testing purposes. This
should encourage attackers to interact with the “Tester” VMs (we’ll analyze the security logs in future labs).

Set up Microsoft Remote Desktop on local PC

1. Open the Microsoft Remote Desktop app. ® Microsaft Remote Desktop
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I ¢l Create a backup “Break-Glass” Global Admin account

Note: In Entra ID we’ll create a backup account with Global Admin privileges (aka a “Break-Glass” account).
This account allows us to still access our Azure tenant in case Microsoft locks our main admin account
because of our security testing.

Create the new admin user account:
1. Azure portal > Entra ID > Users >
a. Assignments: (assign the Global Administrator role)
b. Select Review + Create.
2. Copy the full username (email) of the new admin user.

Create the new admin user account:

1. Open a new incognito window > portal.azure.com > sign in using the new admin user’s credentials.
2. Update the password.

End:

e For future labs, we will want to keep these VMs on so we have logs and behaviors to ultimately
analyze.


http://portal.azure.com

