
Lab #14: Understanding and Triggering Sentinel Alerts

Purpose:
● We’ll explore some of the custom SIEM rules that we set up in the last lab. We’ll analyze the KQL and

ensure the rules are appropriately configured.

Tasks:
1. Trigger AAD Brute Force Success

○ Generate some logs
○ Observe the generated logs (in Log Analytics workspace)

2. Trigger MSSQL Brute Force Attempt
○ Generate some logs
○ Observe the generated logs

3. Trigger Malware Outbreak
○ Generate some logs
○ Observe the generated logs

4. Trigger Possible Privilege Escalation (in Key Vault)
○ Generate some logs
○ Observe the generated logs

5. Trigger Windows Host Firewall Tampering
○ Generate some logs
○ Observe the generated logs

6. Trigger Excessive Password Resets
○ Generate some logs
○ Observe the generated logs

Task 1: Trigger AAD Brute Force Success

Generate some logs:
1. Log into the attack-vm > log into portal.azure.com using a test “attacker” account (Entra ID).
2. Attempt to log in 10x (using valid username and incorrect password).
3. Attempt to log in 1x, but now use the correct password.

Observe the generated logs (in Log Analytics workspace):
1. In Sentinel > Analytics, locate the ‘ADD Brute Force Success’ rule and copy its query script.
2. Run the copied query (go to Log Analytics workspace > Logs):

http://portal.azure.com


Task 2: Trigger MSSQL Brute Force Attempt

Generate some logs:
1. Log into the attack-vm > open SSMS.
2. In SSMS, attempt to log into SQL server 15x (using valid username, incorrect password)

Observe the generated logs (in Log Analytics workspace):
1. (in Sentinel > Analytics) Locate this rule and copy its query script.
2. Run the query:



Task 3: Trigger Malware Outbreak

Generate some logs:
1. Log into the windows-vm > open the Microsoft Edge browser.
2. In Edge, go to this GitHub link and select Copy raw file (malware PS generator script):

github.com/erichmair/Azure-SOC-Honeynet-Project/blob/main/Attack-Scripts/Malware-Generator-EICAR.ps1

Note: The test script includes strings that automatically get flagged as
malware. It’ll trigger a malware alert without actually installing malware.

3. Open PS ISE > select New File > paste the script > select Run.

4. In Event Viewer, we
can see the newly
generated alerts:

https://github.com/erichmair/Azure-SOC-Honeynet-Project/blob/main/Attack-Scripts/Malware-Generator-EICAR.ps1


Observe the generated logs (in Log Analytics workspace):
1. (in Sentinel > Analytics) Locate this rule and copy its query script.
2. Run the query:

Task 4: Trigger Possible Privilege Escalation (in Key Vault)

Generate some logs:
1. Azure portal > Key Vault > (your key vault) > Secrets >
2. Open the Tenant-Global-Admin-Password secret.

Observe the generated logs (in Log Analytics workspace):
1. (in Sentinel > Analytics) Locate this rule and copy its query script.
2. Run the query:

Task 5: Trigger Windows Host Firewall Tampering

Generate some logs:
1. Log into the windows-vm > open Windows Defender Firewall



2. Select Windows Defender Firewall Properties > set Firewall State to OFF.

Observe the generated logs (in Log Analytics workspace):
1. (in Sentinel > Analytics) Locate this rule and copy its query script.
2. Run the query:

Task 6: Trigger Windows Host Firewall Tampering

Generate some logs:
1. Azure portal > Entra ID > create a new dummy user account and reset its password more than 10x.

Observe the generated logs (in Log Analytics workspace):
1. (in Sentinel > Analytics) Locate this rule and copy its query script.
2. Run the query:



End:

● We tested several of the custom SIEM rules by triggering them.
● In future labs, we’ll investigate SIEM incidents and perform incident response steps.


