Lab #15: Expose Environment to Malicious Traffic #1

(‘Before’ Hardening)

Purpose:
o We'll expose our lab environment to malicious traffic for 24 hours. We’ll then analyze all of the alerts/etc
that were generated during that period.

Tasks:
1. Perform pre-lab steps
o Ensure that queries are returning results
o Power on both “Tester” VMs (leave on for 24 hours)
2. Analyze the environment ‘Before’ hardening
o Obtain the ‘Before’ results
m Start and End time; Security Events (Windows VMs); Syslog (Linux VMs);
SecurityAlert (Microsoft Defender for Cloud); Security Incident (Sentinel Incidents);
NSG Inbound Malicious Flows Allowed.
o Analyze the ‘Before’ attack maps
m Mssql-auth-fail; Nsg-malicious-allowed-in; Linux-ssh-auth-fail;
Windows-rdp-smb-auth-fail.

Perform pre-lab steps

Ensure that queries are returning results:
1. Azure portal > Log Analytics workspace > (select workspace) > Logs > New Query
2. Run each query separately:
a. SecurityEvent, Syslog, SecurityAlert, Securitylncident, AzureNetworkAnalytics_CL
1 AzureNetworkAnalytics_CL

Results Chart

TimeGenerated [UTC] 7. FASchemaVersion_s FlowlntervalStartTime_t [...
» o 11/20/2023, 8:42:34.580 BM 2 11/20/2023, 8:30:00.000 PM
5 11/20/2023, 8:42:34.316 PM 2 11/20/2023, 8:30:00.000 PM
> 112042023, 8:42.34.316 PM 2 1142042023, B8:30:00.000 PM

Note: We want to ensure that these queries return results before we
begin this lab. These results will be how we’ll measure our metrics.

Power on both “Tester” VMs (leave on for 24 hours):

1. Azure portal > Virtual Machines > power on both “Tester” VMs (windows-vm, linux-vm).
2. Leave these VMs on for 24 hours.



Analyze the environment ‘Before’ hardening

Results (‘Before’)

Start Time: 11/20/2023, 12:05:40 PM
Stop Time: 11/21/2023, 12:05:40 PM
Security Events (Windows VMs): 22540

Syslog (Linux VMs): 998

SecurityAlert (Microsoft Defender for Cloud): |7

Securitylncident (Sentinel Incidents): 152

NSG Inbound Malicious Flows Allowed: 2385

Obtain the ‘Before’ security events:
1. Start and End time — ran this query:
range x from 1 to 1 step 1| project StartTime = ago(24h), StopTime = now()

1 range x from 1 to 1 step 1| project StartTime = ago(24h}, StopTime = nowl)

Results Chart

StartTime [Local Time] 1.1 StopTime [Local Time]

»  11j20/2023,12:05:40.273 PM 11/21/2023, 12:05:40.273 PM

2. Security Events (Windows VMs) — ran this query:
SecurityEvent | where TimeGenerated >= ago(24h) | count

1 SecurityEvent | where TimeGenerated »= agol(24h] | count

Results Chart

Count

» 22540




3. Syslog (Linux VMs) — ran this query:
Syslog | where TimeGenerated >= ago(24h) | count

1 S5Syslog
2 | where TimeGenerated >= ago(24h) | count

Results Chart

Count

» 998

4. SecurityAlert (Microsoft Defender for Cloud) — ran this query:

SecurityAlert | where DisplayName !startswith "CUSTOM" and DisplayName !startswith "TEST" | where
TimeGenerated >= ago(24h) | count

1 SecurityAlert
2 | where DisplayName !startswith "CUSTOM" and DisplayMame !startswith "TEST"
3 | where TimeGenerated == agol24h) | count

Results Chart

Count

> 7

5. Security Incident (Sentinel Incidents) — ran this query:
Securitylncident | where TimeGenerated >= ago(24h) | count

1 SecurityIncident | where TimeGenerated >= ago(24h) | count

Results Chart

Count

» 152

6. NSG Inbound Malicious Flows Allowed — ran this query:

AzureNetworkAnalytics_CL | where FlowType_s == "MaliciousFlow" and AllowedInFlows_d > 0 | where
TimeGenerated >= ago(24h) | count

1 AzureNetworkaAnalytics_CL

2 | where FlowType_s == "MaliciousFlow" and AllowedInFlows_d > @
3 | where TimeGenerated >= ago(24h) | count

Results Chart

Count

» 2385




Analyze the ‘Before’ attack maps:

1. Azure portal > Sentinel > Workbooks > My Workbooks.

2. Mssql-auth-fail:

mssql-auth-fail =
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3. Nsg-malicious-allowed-in:

nsg-malicious-allowed-in = -

law-cyber-lab-01

& Edit 3 Open O &6 2 ©

? Help D Auto refresh: Off

¢)
0. w o
¢ o
e Co
o. >
[ 4
218 216 208 200 198 102

J
e @
[
O
G@o
Bangkok (Thailand) Princeton (United States)
95 77

Tilburg (Netherfands)

65

Bruges (Belgium)

60




4. Linux-ssh-auth-fail:

linux-ssh-auth-fail =~ -
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5. Windows-rdp-smb-auth-fail:
windows-rdp-auth-fail = -

law-cyber-lab-01
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End:

o We've left our lab environment exposed for 24 hours and then enalyzed the results that were
generated. In the next lab we’ll investigate the incidents and start performing steps to secure our
environment.

e We'll ultimately expose our lab environment again for 24 hours ‘After’ remediating vulnerabilities. We'll
then compare the ‘Before’ and ‘After’ results.



