Lab #3: Simulate an External Attacker

(Failed Authentication & Log Observation)

Purpose:

e We'll create a 3rd VM to simulate an external attacker. Afterwards, we’ll use this VM to attempt to
access unauthorized accounts.

Tasks:
1. Create a 3rd VM (Attacker VM)
2. Attempt unauthorized access (simulate an attacker)
o towindows-vm
o toMS SQL
o tolinux-vm
3. Inspect the failed login attempts

Create a 3rd VM (Attacker VM)

N

. Azure account > +Create a resource > Virtual Machines > Create.

2. Assign the subscription, resource group, VM name (“attacker-vm”), region (Australia Central), image
(Windows 10 Pro), admin credentials, and CPU usage.

3. Create a new Virtual Network.

4. Select Review and Create.

Note: The screenshot below displays the 3 newly created lab VMs.
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5. Add this new VM to your PC’s Windows Remote Desktop application.
a. Locate the new VM’s public IP address > add the new PC to the app > enter creds.

Attempt unauthorized access (simulate an attacker)

to windows-vm:
1. Generate some failed RDP logs against windows-vm:
a. From within attacker-vm, attempt to RDP into windows-vm using incorrect credentials (3x).




to MS SQL.:

1. Generate some failed MS SQL Auth logs against windows-vm:
a. Still within attacker-vm, install SSMS (if not already installed).
b. Open SSMS > Authentication: SQL > attempt to log in using incorrect credentials (3x).
c. In SSMS, now log in using correct credentials.
d. Disconnect from the server, and close the app.

to linux-vm:
1. Generate some failed SSH logs against linux-vm:
a. Still within attacker-vm, attempt to SSH into linux-vm with the wrong credentials (3x).
b. Shut down attacker-vm.

Inspect the failed login attempts

1. Log into windows-vm > open Event Viewer and inspect the failures and successes (Security Log for
RDP, Application Log for SQL).

Note: Take note of the EventIDs, messaging, Source IP Addresses, efc.
2. Open terminal/PowerShell on your personal PC.
Note: We’'ll now SSH into linux-vm (to observe its logs).

ssh labuser@<Linux VM IP>

cd /var/log

Is (we can see __.log files)

Try Is -lasht to get a better view.

Dump the contents of this log, and search for “password” — cat auth.log | grep password
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o Now, disconnect from the SSH session: exit
3. Stop all of the running VMs.

End:

e \We've created a 3rd VM to simulate an external attacker. We then used this VM to attempt to access
unauthorized accounts.



